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Mission
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The mission of the National Cyber Security 
Centre is to lead in enhancing the security of 
essential network and information systems in 
the State against cyber threats, facilitating a 

free, open, secure, and stable digital 
ecosystem for the people of Ireland.



What we do

INCIDENT DETECTION & 
RESPONSE

RISK ANALYSIS & 
SITUATIONAL AWARENESS

ENGAGEMENT CYBER RESILIENCE CAPACITY DEVELOPMENT



NCSC Teams

Operations Resilience

Security 
Operations

Risk 
Operations

Engineering

Engagement

Capacity 
Development

Compliance

Certification

Project 
Management



W h a t  i s  c y b e r s e c u r i t y ,  

w h o  s h o u l d  c a r e  a b o u t  i t ,  

a n d  w h y  i s  i t  i m p o r t a n t ?
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What is cyber security?
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Cyber security: a definition

“Cyber security is how individuals and 

organisations reduce the risk of cyber 

attack.

Cyber security's core function is to 

protect the devices we all use 

(smartphones, laptops, tablets and 

computers) and the services we access -

both online and at work - from theft or 

damage.

It's also about preventing unauthorised 

access to the vast amounts 

of personal information we store on 

these devices, and online.”
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Cyber security: myths and reality

1. Cyber security is too complex for me to 

understand.

2. Cyber attacks are sophisticated. 

We can’t stop them.

3. Cyber attacks are highly targeted. 

Our organisation is unlikely to be 

interesting and/or valuable enough to 

attackers.
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Cyber security as a board level responsibility

1. Nearly all organisations depend on digital technology to function.

2. The potential cost of remedying a cyber incident can be significant.

3. The risk of reputational damage.

Cyber security is therefore essential and needs to be understood as an enabler.



W h o  i s  r e s p o n s i b l e  

f o r  c y b e r  a t t a c k s ?



Nation State 
Actors

• Geopolitical events drive cyber 
operations.

• Destructive attacks & OT specific 
malware.

• Information Operations

• Espionage is still the main 
activity.



Criminal Actors
• Increasing specialisation, sophistication & collaboration.

• Weaponisation of discovered vulnerabilities.

• Crime is migrating to the cloud



Ransomware
• Continues to be the highest threat.

• Industrial/Education Sector

• Disruption efforts.



NCSC Advice & Guidance

MULTIFACTOR 
AUTHENTICATION –

STRONG, LONG, 
COMPLEX PASSWORDS

DON’T SHARE 
ACCOUNTS

ENCRYPTED 
MESSAGING APPS

BE AWARE OF 
PHISHING MAILS

KEEP DEVICES 
UPDATED

DON’T USE PERSONAL 
ACCOUNTS FOR 

OFFICIAL BUSINESS



NCSC Quick Guides



Guidance for schools



Guidance for schools



Guidance for schools



Phishing



Defending against phishing



Defending against phishing



Defending against phishing
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For more information and guidance 

www.ncsc.gov.ie/guidance


