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Primary Schools

Electronic Banking — Important Security Advice

Important Security Advice

It has come to our attention that a number of schools have suffered substantial financial loss
due to fraudulent activity relating to payments made on the electronic banking system.
This fraudulent activity is linked to the hacking of the email system of school personnel.

It is essential that any changes to the bank account details of payees must be clarified by
phonecallto the supplier, or clarification in person, and any proposed changes must be
approved by the authorisers before any changes are made.

New or once off supplier bank details should also be confirmed by phone call to the
supplierorin person before any payments are made.

+ All passwords / usernames / codes for the electronic banking system, must not be stored
within the office environment.

+ All passwords / usernames / codes for the electronic banking system must be confidentia to
the user; therefore they must never be shared between individual users. They should be
unique and individual to named authorised users of the electronic banking system.

 Any separate handheld electronic devices that form part of the banking system
(i.e., merchant bank terminals) should be securely stored under lock and key.

Implementation of an electronic banking system:

The decision to implement electronic banking must be made by the board of
management. This decision must be approved and noted in the boards’ minutes.

Electronic banking policy and internal control procedures:

Once the decision to implement electronic banking has been taken, the board must ensure
that an ‘Electronic Banking’ policy is implemented as part of the schools’ internal control
procedures.

The policy must clearly outline the use of electronic banking within the school, with clear
instructions in relation to the following:



. Bank accounts to be accessed on electronic banking.

Names of authorised users.
Users access to functions of the system by individual users
The policy should detail the users and their roles in use of the system:

e.g., view only, print only, authorise payments, add new accounts, delete
accounts, set up standing orders / direct debits etc.

e.g., one user may input a payment on the system and a different user/s may authorise the
payment. Before payments are processed, it is the responsibility of those authorised
individuals to ensure adequate checks have been made and payments are transferred to
the correct bank accounts, in line with the policy.

In Primary schools, the authorisers for payments are the chairperson and treasurer. The
chairperson may delegate their authorization to another board member in line with the
governance manual.

The inclusion of new bank accounts in the system and the deletion of old accounts from the
system must also be approved by the board in a similar manner.

Thresholds regarding the euro value of transactions per day / week / month / per authorised
user should be approved by the board and set at a realistic level having regard to the average
recurring payroll costs.

Security controls regarding access to the system and passwords must be set out.

Any changes to payee details must be confirmed by phone call to a known contact at the
supplier, orin person, and approved by the authorisers before any changes are made.

. Vigilance around email in relation to requests to change supplier bank information should be

high. Email contact around this area should be limited as this is where fraudulent activity may
originate.

. The policy should bereviewed and, where appropriate, updated at least onceayear. The results

of this review should be approved and noted in the minutes of the board.

Inlinewith good financial practice and segregationof duties, the person inputting the
payment should not beone of the approvers of the payment.

If you need any further information please email primary @fssu.ie
or phone (01) 9104020

Financial Support Services Unit
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Bunscoileanna

An Riomhbhaincéireacht — Comhairle Thabhachtach
Slandala

Combhairle Thabhachtach Slandala

Ta sé curtha ar ar suile dainn gur chaill roinnt scoileanna an-chuid airgid de dheasca
gniomhaiocht chalaoiseach a bhain le hiocaiochtai a rinneadh ar an gcoras
riomhbhaincéireachta. Baineann an ghniomhaiocht chalaoiseach le haiceail ar chéras
riomhphoist fhoireann na scoile.

Ta sé rithdbhachtach go ndéanfai aon athruithe ar shonrai cuntais bainc iocaithe a
dheimhnid tri ghlaoch guthéin a chur ar an solathrai, né labhairt leis duine le duine, agus
nimor go ndéanfadh nadaoine tdaraithe aon athruithe beartaithe a fhaomhadh sula
ndéanfai aon athruithe.

Ba cheart go ndéanfai sonrai bainc 6 sholéthraithe nua né aonuaire a dheimhniu
freisin trighlaoch guthain a chur ar an solathrai n6 labhairt leis duine le duine sula
ndéanfai aon iocaiochtai.

* Nior cheart go ndéanfai aon phasfhocail / ainmneacha Usaideora/ chéid le haghaidh an
chérais riomhbhaincéireachta a storail i dtimpeallacht na hoifige.

* Nior cheart go mbeadh pasfhocail / ainmneacha Uséaideora / coid le haghaidh an chorais
riomhbhaincéireachta ar eolas ach ag an Uséideoir féin agus, ar an abhar sin, ni
ceadmhach iad a roinnt idir Gséideoiri aonair in aon chas. Ba cheart go mbeidis uathuil
agus go mbainfidis go sonrach le huséideoiri Udaraithe ar leith ar an gcoras
riomhbhaincéireachta.

* Aon ghléasanna laimhe leictreonachafaoi leith ata ina gcuid den chdéras baincéireachta
(is é sin, teirminéil bhainc mharsantaigh), ba cheart iad a stérail faoi ghlas.

Cur i bhfeidhm cérais riomhbhaincéireachta:

Is € an Bord Bainistiochta a chaithfidh cinneadh a dhéanamh maidir le cur i bhfeidhm corais
riomhbhaincéireachta. Is g4 go mbeadh an cinneadh sin ceadaithe agus néta déanta de i
miontuairisci an Bhoird. Beartas riomhbhaincéireachta agus ndésanna imeachta rialaithe
inmheanaigh:

A luaithe ata cinneadh déanta go gcuirfear an riomhbhaincéireachtibhfeidhm, is ga don Bhord
a chinntiu go gcuirfear ‘Beartas Riomhbhaincéireachta’ i bhfeidhm mar chuid de ndsanna
imeachta na scoile maidir le riald inmheanach.



Is g& go leagfai amach go soiléir sabheartas sin conas a usaidtear an riomhbhaincéireacht sa
scoil, agus go mbeadh treoracha soiléire ann maidir leis an méid seo a leanas:
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Na cuntais bhainc a mbeidh rochtain orthu sa chéras riomhbhaincéireachta.
Ainmneacha na n-Usaideoiri Udaraithe.
Rochtain tGséideoiri ar fheidhmeannaan chérais de réir Gisdideoiri aonair

Ba cheart go sonrdfai sa bheartas na hasaideoiri agus réil na n-asaideoiri sin 6 thaobh
Gsaid an chorais de:

m.sh. amharc amhain, priontail amhain, iocaiochtai a Udaru, cuntais nua a chur leis,
cuntais a scriosadh, buanorduithe / dochair dhireachasrl. a shocru

m.sh., d'fhéadfadh sé go mbeadh usaideoir amhain freagrach as iocaiocht a ionchur sa
chéras, agus go mbeadh Usaideoir eile freagrach as an iocaiochta udar (. Sula ndéantar
iocaiochtai a phréiseadil, ta de fhreagracht ar na daoine Udaraithe sin a chinntit go
ndearnadh seicealacha leordh6thanacha agus gur aistriodh na hiocaiochtai chuig na
cuntais bhainc chearta, de réir an bheartais.

| gcas bunscoileanna, is iad an cathaoirleach agus an cisteoir na daoine Udaraithe.
Féadfaidh an cathaoirleach a (h)udaréas a tharmligean chuig comhalta boird eile de réir
an lamhleabhair rialachais.

Ni mér don Bhord cuimsiu cuntas bainc nua sa chéras agus baint seanchuntas den
chéras a cheadu ar an gcaoi chéanna.

| gcas tairseacha i ndail leis an luach euro abhaineann le hidirbheartain aghaidh an lae
/ na seachtaine / na miosa/ an Usaideora Udaraithe, ni folair go ndéanfadh an Bord iad
a cheadu agus a shocru ag leibhéal réaduil, agus na meanchostais pharolla fhéiltila a
gcur san aireamh.

Ni mor go leagfai amach rialuithe slandala maidir le rochtain ar an gcoras agus maidir le
pasfhocail.

Nimér go mbeadh aon athruithe ar shonrai iocaiochtadeimhnithetri ghlao ch guthain achur
ar theagmhail aitheanta sa solathrai, n6 tri labhairt leis duine le duine, agus faofa ag na
daoine udaraithe sin sula ndéanfai aon athruithe.

Caithfear a bheith san airdeall nuair a fhaightear riomhphost 6 sholéathrai, mar dhea, ina
bhfuilsé agiarraidh go ndéanfai achuid sonrai bainc aathru. Bacheart go mbeadhteorainn
leis an méid teagmhala a dhéantar trid an riomhphost ar an gceist seo toisc gurb ionduil gur
trid an riomhphost a chuirtear tds le gniomhaiocht chalaoiseach den chineél seo.

Ba cheart go ndéanfai athbhreithnitl agus, nuair is cui, nuashonrd ar an mbeartas uair sa
bhliain ar a laghad. Moltar torthai an athbhreithnithe sin a cheadu agus néta a dhéanamh
diobh i miontuairisci an Bhoird.

| gcomhréir leis an dea-chleachtas airgeadais agus coincheap an dealaithe dualgas, nior
cheart don duine atd ag cur isteach na hiocaiochta a bheith ar dhuine diobh siud a
dhéanann an iocaiocht a cheadu.

Ma bhionn tuilleadh eolais uait, cuir r-phost chuig primary@fssu.ie
né cuir glao ar (01) 910 4020

An tAonad um Sheirbhisi Tacaiochta Airgeadais
An 24 Feabhra 2023
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