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Data Protection issues in 
School Administration
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Examples of issues related to GDPR

● request for pupil info from public 
service body (e.g. Dept of Ed/ HSE/ Dept 
of Social Protection)

● local journalist telephones looking for 
information about a competition winner

● former student looking for information 
concerning their time in school

● contractor carrying out work in the 
school office

●message sent in error to wrong (possibly 
unknown?) email address

1www.jmb.ie
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Data Protection Responsibilities
…within our School

Board of 
Management

Data Controller

School 
Management
Team

Implementation of 
Policy

All Staff Adherence to the 
Data Processing 
Principles 

Entire School 
Community 

Awareness and 
Respect for all 
Personal Data
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What are our 

responsibilities in 

relation to 

personal data? 
3www.jmb.ie
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Principles... statutory 
framework that governs 
every processing activity…

● lawfulness, fairness 
and transparency

●purpose limitation

●data minimisation

●accuracy

● storage limitation

● integrity and 
confidentiality

●accountability 

Rules…statutory 
guidelines that controllers 
must follow…

●Data Breach Records & 
Communications

●Privacy Notices/ 
Statements 

●Data Processing 
Agreements

●Records of Processing 
Activities 

●Risk Assessments

●Data Security Measures

www.jmb.ie 4
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Lawful, 
fairness, 

transparency

Purpose 
limitation

Data 
minimisation

Accuracy Storage 
limitation

Integrity & 
Confidentiality

Accountability

DATA PROTECTION PRINCIPLES

We need to observe 
ALL of these ALL of 
the time (i.e. 
whenever we are 
processing personal 
data)

5



For FSSU attendees only 09/06/2022

(c) JMB all rights reserved: 7

WHAT IS PROCESSING?
●PROCESSING is defined as ‘any operation 

or set of operations which is performed 
on personal data or sets of personal 
data, whether or not by automated 
means’.

●PROCESSING includes collection, 
recording, organisation, structuring, 
storage, adaptation or alteration, 
retrieval, consultation, use, disclosure 
by transmission, dissemination or 
otherwise making available, alignment 
or combination, restriction, erasure or 
destruction.  
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PERSONAL DATA CAN BE LINKED WITH AN IDENTIFIABLE
PERSON (I.E. THE DATA SUBJECT)

Date of BirthDate of Birth

Mobile Phone 
Records

Mobile Phone 
Records

Car RegistrationCar Registration Medical RecordsMedical Records

Email addressEmail address

Bank & Credit 
Card Details

Bank & Credit 
Card Details
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Special Category Data
personal data that reveals (or has the potential to 
reveal):
●racial or ethnic origin, 
●political opinions, 
●genetic information, 
●trade union membership, 
●religious or philosophical beliefs,
●biometric information (where 

used to identify), 
●health information
● information concerning sex life 

or sexual orientation.

“Sensitive 
Data”

e.g. take extra care 
with medical and 
SEN data
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New Zealand
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GDPR example (1)

10www.jmb.ie

●a request asking the 
school to share pupil 
data is received from a 
public service body 
(e.g. Department of 
Education/ HSE)
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GDPR example (2)

11www.jmb.ie

●a service provider is looking 
for access to parental data 
(e.g. a list of names & 
mobile telephone numbers) 
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GDPR example (3)

12www.jmb.ie

●a former staff 
member is 
seeking a copy 
of their file
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Data Breaches in schools… examples

Non-use of 
BCC for email 

addressing

Letter / email 
sent to wrong 

person

data accessed via 
compromised 
cloud account

School records 
found in 

rubbish dump

School data 
destroyed

Ransomware 
attack
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CONFIDENTIALITY
BREACH

• unauthorised or 
accidental disclosure 
of, or access to, 
personal data

AVAILABILITY
BREACH

• accidental or 
unauthorised loss of 
access to, or destruction
of, personal data

INTEGRITY
BREACH

• unauthorised or 
accidental alteration of 
personal data

Personal Data Breach under GDPR?

The Law changed on 25th May 2018
● Schools must keep a formal record of all personal data 

breaches
● Schools must report to DP Commissioner within 72 hours

● unless unlikely to result in risk
● Schools must inform Data Subjects without undue delay

● if likely to result to high risk to them

All staff need to: (i) recognise a personal data breach, 
and, (ii) report immediately to senior management
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NCSC.co.uk
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Summary
Data protection is a whole 

school responsibility

Respect the Processing 
Principles

Extra care if it is sensitive 
data (e.g. SEN, medical, etc)

Always check if / what / & 
how before sharing data

Report any data breach to 
school management

Thank you! www.jmb.ie 17
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Reference sites

●JMB.ie (members section) e.g.
● JMB Template Data Protection Policy

● JMB Data Breach Procedure (& Recorded Webinar)

● Risk management advice

●GDPR4schools.ie
●DataProtectionSchools.com
●DataProtection.ie
●GDPRandYOU.ie
● ICO.org.uk
●NCSC.co.uk
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