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IT Infrastructure Checklist

Introduction:

Following a number of security issues relating to IT arising in schools, we have compiled the
following checklist to identify a minimum configuration which should be in place in order to
operate an up-to-date, secure and reliable IT infrastructure for secondary schools.

The aim of the checklist is to help you identify any issues which need to be addressed and
provide you with best practice information. Importantly, it is not a substitute for a detailed
infrastructure assessment which should be performed by your IT service provider.

If you are having difficulty answering any of the questions your IT service provider should be
able to assist.

1. Policies
Usage policy
1. Does your school have computer usage guidelines in place and are they up-to-date? Yes /No

Typical policies would include:

e Acceptable Use Policy
e Internet Access Policy
e Email and Communications Policy
e Network Security Policy
e Remote Access Policy
e BYOD Policy
e Encryption Policy
e Privacy Policy
2. Have the guidelines been brought to the attention of all staff members and are Yes /No
refresher training sessions given regularly?



2. Physical security

Location of server and network infrastructure etc.
Is an inventory of all IT hardware maintained?

If you have a server, is it located in a secure, locked environment e.g. a dedicated
comms room, which is only accessible by authorised staff?

Are your network switches and similar devices located in secure, locked data
cabinets?

Are the keys for all data cabinets retained by the principal or school office?

3. Basic network security

10.

11.

12.

13.

14.

Network hardware
Are all your network switches, routers, Wi-Fi controllers running the latest firmware
provided by the vendor?

Broadband links
Are all broadband links connecting the school to the internet provided solely by the
PDST?

Firewall
Do you have a firewall device to block/control network traffic between the school
and the internet (in addition to the PDST firewall)?

If so, is the firewall running the latest firmware?
Is the firewall configured to block/control both inbound and outbound traffic?

Are the firewall logs regularly monitored and any attempted intrusions investigated?

IP addressing

Are all your network infrastructure devices such as firewalls, switches, servers etc.
configured with static IP addresses and are these addresses recorded in a central
database or spreadsheet?

Wi-Fi
If you have Wi-Fi in place, is it configured with at least WPA2 encryption (preferably
WPA2-Enterprise)?

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No
Yes /No

Yes /No

Yes /No

Yes /No



15.

16.

17.

18.

19.

20.

21.

Are the passwords used to connect to the Wi-Fi network suitably complex that they
cannot be guessed by students or others (except where students are permitted
access via Wi-Fi)?

Are staff aware that under no circumstances should they divulge Wi-Fi or other
passwords to students or guests?

Are the usernames and passwords used to access the Wi-Fi management console or
individual access points recorded and stored securely, preferably in the school safe
or similar?

Remote access

Do you use a virtual private network (VPN) for secure remote access to the school?
Can staff, students, parents or the public access school IT resources e.g. Eportal,
directly from the internet?

Are logs kept of both successful and failed attempts to gain remote access to the

school’s IT systems and resources?

If so, are these logs monitored regularly for attempted intrusions?

4. Server configuration

22.

23.

24.

25.

26.

Hardware
Are the server’s disks configured with RAID to prevent individual disk failure from
halting the server?

Is your server protected by a UPS (battery backup) to protect against power failure
and to allow them to graceful shutdown?

Operating system
Is your server running a recent version of the operating system (preferably Windows
Server 2016) and not Windows Server 2003 or earlier?

Is your server updated with all the latest patches from Microsoft, including the
recent patches for the Meltdown and Spectre vulnerabilities?

Anti-virus

Are you running anti-virus on your server (this will likely require a different anti-
virus software version and configuration than you use on standard PCs)?

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No



27.

28.

29.

30.

31.

32.

33.

File security
Are adequate security restrictions (ACLs) in place on both folders and shares to stop
unauthorised access to restricted data e.g. sensitive data, staff files etc.?

Backups
Is your server backed up to a dedicated external device e.g. a NAS unit, each day?

Is your backup device remote from the server i.e. in a different part of the school, so
that it will not be damaged by any fire/flood/theft which may affect the server itself?

Is the backup device stored in a secure environment e.g. a lockable data cabinet or
similar?

Are your backups automated so they run without human intervention?
Are your backups monitored on a daily basis to ensure they are successful?

Are any backups taken off-site or to the “cloud”?

5. PC and notebook configuration

34,

35.

36.

37.

38.

39.

40.

Operating system
Are all of your PCs and notebooks running a minimum of Windows 7?

Are your PCs and notebooks updated with the latest service packs and patches from
Microsoft?

Is the Windows firewall enabled on all PCs and notebooks?

Are staff, students and guests prevented from making changes to the operating
system e.g. network settings, screen savers, etc.?

Access control
Are all PCs and notebooks members of a Windows domain to control access?

If for some reason PCs cannot be joined to a domain, is some other means used to
control access to the computers e.g. local user accounts with password protection?

Anti-virus
Are you running anti-virus software, with automatic updating of virus signatures, on
all of your PCs and notebooks?

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No



41.

42.

43.

44.

Is malware scanning/blocking enabled in your anti-virus software configuration?

Is the anti-virus status of all the school’s PCs and notebooks regularly monitored via
a central management application (normally provided free by software vendor)?

Software installation
Do you have a security policy in place to control the downloading and installation of
software by staff members?

Are students and guests restricted from installing software on your PCs and
notebooks?

6. Tablet configuration

45.

46.

47.

Operating system
If you are using tablet PCs, are they running the latest version of the operating
system provided by your vendor?

Are tablets updated with the latest patches from the vendor?

Anti-virus
On Android tablets specifically, are you running anti-virus/anti-malware software
with automatic updating of virus signatures?

7. User accounts and passwords

48.

49.

50.

51.

Administrator and privileged accounts

Is the Windows domain administrator renamed and a complex password set? The
details should be recorded and stored securely, preferably in the school safe or
similar.

Are individual accounts granted privileged access rather than using the default
administrator account for server management?

Are the details of who has privileged access recorded and review regularly?
Are the passwords for the local administrator accounts on each PC and/or other

access control passwords recorded and stored securely, preferably in the school
safe or similar?

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No



52.

53.

54,

Staff and student accounts
Does each staff member and student have their own personal user account?

Are staff and student accounts disabled or deleted once they leave the school?

Password policy
Do you have a password which enforces a minimum of eight alphanumeric
characters that are changed every 90 days?

8. Sensitive and personal data

55.

56.

57.

58.

Enabled devices
Are devices such as CD/DVD writers or USB drives disabled on all PC and notebooks?

Storage encryption

Are the hard disks on PCs and notebooks which contain sensitive data encrypted?
Sensitive data includes student details, staff details, medical, HR, financial, payroll
and other records.

Are any external disks or memory sticks which are used to store or backup sensitive
data encrypted?

Email encryption
Is email encryption used to send sensitive documents?

9. Guest/visitor access

59.

60.

Controlling access
If you permit guest access to your network, either via Wi-Fi or a cabled connection, is
the guest network traffic separated from the main school network?

Do you have a minimum configuration that each guest’s PC must meet e.g. Windows
7, current anti-virus software installed?

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No

Yes /No



10.GDPR

61. Has the school’s data protection policies been updated to ensure it complies with
the introduction of the General Data Protection Regulation in May 2018 and to
ensure all data is held securely e.g. backups, passwords, security, data portability?

11. Insurance Cover

62. | Is the school aware that they can mitigate against some of the financial risks
associated with cyber activity and data protection by taking out insurance cover?

Louise McNamara, Director,

Financial Support Services Unit.
28 February 2018

Yes /No

Yes /No
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Pobalscoileanna, Scoileanna Cuimsitheacha
agus Meanscoileanna Deonacha

Seicliosta maidir le hInfreastruchtir TF

Réambhra:

Tar éis do roinnt ceisteanna slandala maidir le teicneolaiocht faisnéise (TF) a theacht chun solais
i scoileanna le déanai, t& an seicliosta seo a leanas curtha le chéile againn le hiosriachtanais a
leagan sios. Ba chdir na hiosriachtanais seo a chomhlionadh le hinfreastruchtir TF cothrom le
data, slan, iontaofa a fheidhmid do mheanscoileanna.

Is éard is aidhm leis an seicliosta seo na cabhri leat sainaithint a dhéanamh ar aon cheisteanna
a gcaithfear dul i ngleic leo agus eolas maidir leis an dea-chleachtas a chur ar fail duit. Ta sé
tabhachtach go dtuigfed, afach, nach sasaionn sé an ga le meastnacht mhionsonraithe ar do
chuid infreastruchtuir, rud ba choir do do sholathrai seirbhise TF a dhéanamh.

Ma té sé ag dul deacair ort aon cheann de na ceisteanna a fhreagairt, ba choir go mbeadh do
sholathrai seirbhise TF in ann ldmh chinta a thabhairt duit.

1. Polasaithe

Polasai Usaide
1. An bhfuil treoirlinte Usdide riomhairi i bhfeidhm ag do scoil agus an bhfuil Ta/Nil
cothrom le data? | measc na ngnathpholasaithe ta:

e Polasai Uséide Inghlactha

e Polasai Rochtana Idirlin

e Polasai Riomhphoist agus Cumarsaide

e Polasai Slandala Lionra

e Polasai Rochtana Cianda

e Polasai ‘Beir leat do Ghléas Féin’ (BYOD)
e Polasai Criptitchdin

e Polasai Priobhaideachais



2.

An é go bhfuil na treoirlinte curtha ar a suile do na baill foirne go léir agus
go dtugtar seisitin oiliina athnuachana go rialta?

2. Slandail fhisiciuil

An it a bhfuil na freastalaithe agus an t-infreastruchtur lionra, srl.
An gcoinnitear liosta de na crua-earrai TF ar fad?

Ma ta freastalai agat, an bhfuil sé i dtimpeallacht shlan a bhionn faoi ghlas
(m.sh. seomra cumarsaide ar leith) nach bhfuil rochtain ach ag baill foirne
Udaraithe uirthi?

An bhfuil do lasca lionra agus gléasanna den chinedl céanna i

gcaibinéid sonrai shlana a bhionn faoi ghlas?

An gcoinnionn an priomhoide né oifig na scoile na heochracha le haghaidh
na gcaibinéad sonrai?

3. Slandail bhunusach lionra

10.

11.

12.

13.

Crua-earrai lionra
An bhfuil na dochtearrai is déanai arna gcur ar fail ag an dioltéir suitedilte ar
na lasca lionra, rddairi, rialaitheoiri Wi-Fi uile atd agat?

Naisc leathanbhanda
An é an PDST, agus an PDST amhain, a sholdthraionn na naisc leathanbhanda
uile a Usaidtear leis an scoil a nascadh leis an Idirlion?

Balla Déitedin

An bhfuil gléas balla déitedin agat le bac a chur ar thracht lionra/tracht
lionra a rialu idir an scoil agus an tldirlion (chomh maith le balla déitedin an
PDST)?

Ma ta, an bhfuil na dochtearrai is déanai suitedilte ar an mballa déitedin?

An bhfuil an balla déiteain cumraithe le bac a chur ar thracht/tracht a rialu
agus é ag teacht isteach agus ag dul amach?

An ndéantar monatdireacht ar logai an bhalla déitedin go rialta agus an
ndéantar aon iarrachtai le briseadh isteach a fhiosu?

Seoltai IP

An bhfuil do ghléasanna infreastruchtuir lionra ar fad, amhail ballai déitedin,
lasca, freastalaithe, srl., cumraithe le seoltai statacha IP agus an bhfuil na
seoltai sin breactha sios i mbunachar sonrai larnach né i scarbhileog?

Is é/Ni hé

Coinnitear/
Ni choinnitear

T4/Nil

T4/Nil

Coinnionn/
Ni choinnionn

T4/Nil

Is €/Ni hé

T4/Nil

T4/Nil

T4/Nil

Déantar/
Ni dhéantar

Ta/Nil



14.

15.

16.

17.

18.

19.

20.

21.

Wi-Fi
Ma ta Wi-Fi i bhfeidhm agat, an bhfuil sé cumraithe le criptidichan WPA2 ar a
laghad (WPA2-Enterprise mas féidir)?

An bhfuil na pasfhocail a Usdidtear le nascadh le lionrai Wi-Fi casta a ndéthain
le nach mbeidh scolairi na daoine eile in ann buille faoi thuairim a thabhairt
orthu (seachas scoldiri a bhfuil cead acu an Wi-Fi a Usaid)?

An eol do bhaill foirne nach ceadmhach déibh na pasfhocail don Wi-Fi na
pasfhocail eile a thabhairt do scolairi na d'aionna in aon chas?

An bhfuil na hainmneacha Usaideora agus na pasfhocail a Usdidtear le rochtain
ar an gconsél bainistiochta Wi-Fi né ar phointi rochtana ar leith breactha sios
agus stoéradilte go sldn sadbhdilte, i dtaisceaddn na scoile né ait den chineal
céanna mas féidir?

Rochtain chianda

An Usaideann tu lionra priobhaideach fioruil (VPN) i gcomhair rochtain
chianda shlan ar an scoil?

An féidir le baill foirne, scolairi, tuismitheoiri né an pobal i gcoitinne rochtain

ar acmhainni TF go direach d6n Idirlion, m.sh. Eportal?

An gcoinnitear logai ar iarrachtai le rochtain ar chdrais agus acmhainni TF de
chuid na scoile, beag beann ar cibé acu a n-éirionn né nach n-éirionn leo?

Ma choinnitear, an ndéantar monatdireacht ar na logai sin go rialta le haon
iarrachtai le briseadh isteach a bhrath?

4. Cumraiocht an fhreastalai

22.

23.

24.

Crua-Earrai
An bhfuil dioscai an fhreastalai cumraithe le RAID ionas nach dteipfidh ar
an bhfreastalai iomlan ma theipeann ar cheann de na dioscai?

An bhfuil do fhreastalai faoi chosaint ag UPS (cadhnra cultaca) le cosaint i
gcoinne cliseadh cumhachta agus le deis a thabhairt dé6 mdchadh go slan?

Coras oibriuchdin

An bhfuil leagan nua go leor den chéras oibritchdin suiteailte ar do
fhreastalai (Windows Server 2016 mas féidir) agus ni Windows Server 2003
noé nios sine?

T4/Nil

T4/Nil

Is eol/Ni heol

T4/Nil

Usaideann/
Ni Usdideann
Is féidir/
Ni féidir
Coinnitear/
Ni

choinnitear

Déantar/
Ni dhéantar

T4/Nil

T4/Nil

Ta/Nil



25.

26.

27.

28.

29.

30.

31.

32.

33.

An bhfuil na paisti is déanai ar fad 6 Microsoft suitedilte ar do fhreastalai,
lena n-airitear na paisti a eisiodh le déanai i dtaca leis na fabhtanna darb
ainm Meltdown agus Spectre?

Frithvireas

An bhfuil bogearrai frithvireas ag rith ar do fhreastalai (ta gach cosulacht
ar an scéal go mbeadh leagan agus cumraiocht dhifritil de na bogearrai
frithvireas ag teastdil na iad siid a Usaidtear ar ghnathriomhairi)?

Slandail comhad

An bhfuil sriantai slandala leordhéthanacha (liostai rialaithe
rochtana/ACLanna) i bhfeidhm ar fhilltedin agus tiomantain chomhroinnte le
cosc a chur ar rochtain neamhudaraithe ar shonrai srianta, m.sh. sonrai
runda, comhaid ball foirne, srl.?

Cultacai

An ndéantar do fhreastalai a chultacu gach la chuig gléas seachtrach
tiomnaithe, m.sh. gléas NAS?

An bhfuil do ghléas cultacaithe coinnithe amach 6n bhfreastalai, .i. in it eile
sa scoil, ionas nach ndéanfar damaiste dé i gcas dditeain/tuile/gada a

d'fhéadfadh cur isteach ar an bhfreastalai féin?

An gcoinnitear an gléas cultacaithe i dtimpeallacht shlan, m.sh. i gcaibinéad
sonrai is féidir a chur faoi ghlas né a leithéid?

An bhfuil an prdiseas cultacaithe uathoibrithe ionas go ritheann siad gan ga
d'aon duine aon rud a dhéanamh?

An ndéantar monatdireacht ar do chuid cultacai ar bhonn laethdil lena
chinntiu go n-éirionn leo?

An gcoinnitear aon chultacai lasmuigh den lathair né sa “néal”?

5. Cumraiocht riomhairi deisce agus glluine

34.

35.

Cdras oibriuchain
An bhfuil Windows 7 ar a laghad ar gach ceann de do chuid riomhairi deisce
agus gluine?

An ndéantar riomhairi deisce agus glline de do chuid a nuashonru leis na
pacai seirbhise agus paisti is déanai 6 Microsoft?

T4/Nil

T4/Nil

T4/Nil

Déantar/
Ni dhéantar

T4/Nil

Coinnitear/
Ni choinnitear

Ta/Nil
Déantar/
Ni Dhéantar

Coinnitear/
Ni choinnitear

T4/Nil

Déantar/
Ni dhéantar



36.

37.

38.

39.

40.

41.

42.

43.

44,

An bhfuil Balla Déitedin Windows cumasaithe ar gach riomhaire deisce agus
gldine?

An gcuirtear cosc le baill foirne, scoldiri agus aionna athruithe a

dhéanamh ar an gcdras oibritchain, m.sh. socruithe lionra, sparalai
scaileain, srl.?

Rialuchan rochtana

An bhfuil gach riomhaire deisce agus gluine ina bhall d'fhearann Windows le
rochtain a riald?

Mura féidir riomhairi airithe a nascadh le fearann ar chuis éigin, an ndéantar
rochtain ar na riomhairi a rialt ar bhealach eile, m.sh. Usaideoiri aitidla a
bhfuil pasfhocal acu?

Frithvireas

An bhfuil bogearrai frithvireas suitedilte ar gach riomhaire deisce agus gluine
agus an bhfuil nuashonrd uathoibrioch sinithe viris ina chuid de na bogearrai
sin?

An bhfuil scanadh le haghaidh bogearrai mailiseacha cumasaithe i do
bhogearrai frithvireas?

An ndéantar monatdireacht go rialta ar stadas frithviris na riomhairi deisce
agus gluine uile ar leis an scoil iad tri fheidhmchlar bainistiochta larnai (rud is
ionduil a chuireann dioltdir bogearrai ar fdil saor in aisce)?

Suitedil bogearrai
An bhfuil polasai sldnddla i bhfeidhm agat le hioslodail agus suitedil bogearrai
ag baill foirne a riald?

An é nach féidir le scolairi nd aionna bogearrai a shuitedil ar riomhairi
deisce nd gluine de do chuid?

6. Cumraiocht taibléad

45.

46.

47.

Céras oibriuchain

M3 td riomhairi tdibléid & n-Usdid agat, an bhfuil an leagan is déanai
den chéras oibritdchdin arna chur ar fail ag do dhioltéir suitedilte
orthu?

An ndéantar na taibléid a nuashonru leis na paisti is déanai 6n dioltoir?

Frithvireas

| gcas taibléid Android go sonrach, an bhfuil bogearrai frithvireas/frith-
bhogearrai mailiseacha suiteailte orthu agus an bhfuil nuashonru
uathoibrioch sinithe viris ina chuid de na bogearrai sin?

Ta/Nil

Cuirtear/
Ni chuirtear

Ta/Nil

Déantar/
Ni dhéantar

T4/Nil

Ta/Nil

Déantar/
Ni dhéantar

Ta/Nil

Is é/Ni hé

T4/Nil

Déantar/

T4/Nil



7. Cuntais usaideora agus pasfhocail

48.

49.

50.

51.

52.

53.

54,

Cuntais riarthora agus faoi phribhléid

An bhfuil an riarthéir fearainn Windows athainmnithe agus pasfhocal casta
socraithe? Ba cheart na sonrai sin a bhreacadh sios agus a storail go slan, i
dtaisceadan na scoile nd a leithéid mas féidir.

An dtugtar rochtain faoi phribhléid do chuntais Usdideora aonair seachas
don chuntas riarthdra réamhshocraithe i gcomhair bainistiocht freastalai?

An é go mbreactar sios cé na daoine a bhfuil rochtain faoi phribhléid acu agus
go ndéantar athbhreithniu ar an bhfaisnéis sin go rialta?

An é go mbreactar sios na pasfhocail le haghaidh na gcuntas riarthdra aitiuil ar
gach riomhaire agus/né pasfhocail rialichdin rochtana eile agus go ndéantar
iad a storail go slan, i dtaisceaddn na scoile né a leithéid mas féidir?

Cuntais na mball foirne agus na scoldiri
An bhfuil a chuntas pearsanta féin ag gach ball foirne agus scolaire?

An ndéantar cuntais ball foirne agus scolairi a dhichumasu né a scriosadh a
luaithe a fhagann siad an scoil?

Polasai maidir le pasfhocail

An bhfuil céras i bhfeidhm lena chinntit go mbionn ocht gcarachtar
alfa-uimhriula ar a laghad i ngach pasfhocal agus go n-athraitear gach
9013 é?

8. Sonraiiogaire agus pearsanta

55.

56.

57.

Gléasanna cumasaithe
An bhfuil gléasanna amhail scribhneoiri CD/DVD né tiomantain USB
dichumasaithe ar gach riomhaire deisce agus gluine?

Criptilchan stérais

| gcas riomhairi deisce agus gluine a bhfuil sonrai iogaire orthu, an bhfuil na
dioscai crua criptithe? Is éard atd i gceist le sonrai iogaire na sonrai faoi
scoldiri agus baill foirne, chomh maith le taifid leighis, AD, airgeadais,
parolla agus taifid eile.

| gcds dioscai seachtracha né flaistiomdantain a Usdidtear le sonrai iogaire a
stérail nd a chultacu, an bhfuil siad criptithe?

Ta/Nil

Tugtar/
Ni thugtar

Is é/Ni hé

Is é/Ni hé

Ta/Nil

Déantar/
Ni dhéantar

Ta/Nil

T4/Nil

T4/Nil

T4/Nil



Criptildchan r-phoist
58. An uUsdidtear criptilchdn r-phoist le doiciméid iogaire a sheoladh?

9. Rochtain d’aionna/do chuairteoiri

Rochtain a rialu
59. M4 cheadaionn tu d'aionna rochtain ar do lionra, cibé tri Wi-Fi né tri chdbla, an
gcoinnitear tracht na n-aionna scartha 6 phriomhlionra na scoile?

60.  An éilionn tu go sasaionn riomhaire an aoi iosriachtanais, m.sh. Windows 7,
bogearrai frithvireas ata cothrom le data suiteailte?

10. An Rialachan Ginearalta maidir le Cosaint Sonrai (GDPR)

61. An bhfuil polasaithe cosanta sonrai na scoile tugtha suas chun data lena
chinntit go mbeidh siad in oiridint leis an Rialachan Ginearalta maidir le
Cosaint Sonrai, a thabharfar isteach i mi na Bealtaine 2018 agus lena chinntiu
go gcoinnitear gach sonra go slan, m.sh. cultacai, pasfhocail, slandail,
iniomparthacht sonrai?

11.Cludach arachais

62.  An eol don scoil gur féidir roinnt de na rioscai a bhaineann le cibearbhagairti
agus cosaint sonrai a mhaolu ach arachas a ghlacadh?

Louise McNamara, Stiarthair,

An tAonad um Sheirbhisi Tacaiochta Airgeadais.
An 28 Feabhra 2018

Uséidtear/
Ni Usaidtear

Coinnitear/
Ni choinnitear

Eilionn/
Ni éilionn

Ta/Nil

Is eol/Ni eol



